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Decision/action requested

It is requested that SA3 accept this solution as input to TR 33.180
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Rationale

Per the evaluation in clause 8 of 33.880 regarding solution #3.7, this pCR adds the normative clauses for “solution #3.7: first-to-answer call key management”.
4
Detailed proposal

************************ Start of change 1 *********************************
7.2.2.X
First-to-answer security and key management
7.2.2.X.1
Overview

A ‘first-to-answer’ call as defined in clause 10.15 of TS 23.379 [1], is a call request sent to multiple users inviting them into a private call, and where the first user to answer the request is brought into the private call with the initiator while the rest of the invited users are subsequently rejected.  Consequently, a specific key management solution is required.

The following defines a method for performing key distribution for a first-to-answer call. From a security point-of-view, the approach is to perform a private call key distribution from the answering client to the initiating client of the call.


The first-to-answer messages are routed over the signalling reference points. Consequently, the security mechanisms for protecting signalling between the MC Domain and the MC UE are applied to these messages. This includes the security mechanisms defined in clause 6. Where application signalling security is supported, the security mechanisms defined in clause 5.3 are used, ensuring that the user identities (MCPTT IDs) are confidentiality protected with the CSK or SPK as per clause 5.3.
7.2.2.X.2
First-to-answer request and response
The first-to-answer request (containing the list of target MCPTT IDs) is sent by an initiating UE to the MCPTT server. No key material is provided in the first-to-answer request. 


The first-to-answer response is sent by a target UE in response to a first-to-answer request.  The first-to-answer response contains both an encapsulatedPCK for the private call and a pair of MCPTT IDs corresponding to the participants (intiator and target) of the private call. 
The PCK is encapsulated as defined in clause 5.2.5. In this case, the 'initiating entity' shall be the MC user who provides the first-to-answer response. The initiating entity URI shall be the MC Service user ID of the user who made the first-to-answer response. The receiving entity shall be the MC user who made the first-to-answer request. The receiving entity URI shall be the MC Service user ID of the user who made the first-to-answer request.  
 


7.2.2.X.3
First-to-answer call setup with security

Figure 7.2.2.X.3-1 below illustrates the first-to-answer call setup procedure with security.
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Figure 7.2.2.X.3-1: First-to-answer call setup and key management

1 to 6.
First-to-answer call signalling occurs as defined in TS 23.379 [1]. These messages do not contain keying material.
7.
MCPTT user at MCPTT client 2 accepts the call, which causes the MCPTT client 2 to send a first-to-answer call response to the MCPTT server. Included in the response, is the PCK (PCK_1) encapsulated to the user associated with the initiating client, MCPTT client 1.  The PCK is then included in the SDP content of the response.

8.
The MCPTT server forwards the first-to-answer call response to MCPTT client 1 indicating that the MCPTT user at MCPTT client 2 has accepted the call. MCPTT client 1 extracts the PCK from the message.

9.
The media plane for communication is now established and protected with the shared PCK.

10. MCPTT user at MCPTT client 3 accepts the call and sends a first-to-answer call response to the MCPTT server. MCPTT client 3 also includes an encapsulated PCK (PCK_2) in the response.

11. Since the first-to-answer call response from MCPTT client 2 has already been accepted, the MCPTT server sends a MCPTT first-to-answer call cancel request to MCPTT client 3. The encapsulated PCK provided by MCPTT client 3 (PCK_2) is discarded.

12-16. First-to-answer call signalling occurs as defined in TS 23.379 [1]. These messages do not contain  keying material.
7.2.2.X.4
First-to-answer media protection

The first-to-answer media plane shall be protected as for a private call. Clause 7.2.4.1 is applied to convert the PCK into the SRTP Master Key/Salt, and clause 7.2.5 is applied for the protection of the first-to-answer media.
************************* End of change 1 *********************************
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